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» Phishing attacks agc

» Theft of intellectual property
» Employee or customer financial data (credit cards, etc.)

» Corporate intellectual property (plans, financials, blueprints,
etfc.)

» ROnsomware
» Encrypts sensitive data then demands payment for decrypfion
» Might install persistent access for later use



» Jumps the bol
(OT) systems

» Disrupftive, not destructive

» Mechanical or logical domage
» Destructive to system components
» “Bricking” a computer or protective relay

» Aurora-style damage to generators via remote maniputation of
breakers
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YOU MUST PAY BITCOINS TO UNLOCK YOUR COMPUTER
MOVED TO A HIDDEN PARTITION AND CRYPTED.
MS IN YOUR COMPUTER HAVE BEEN LOCKED

AND YOUR COMPUTER WILL NOT FUNCTION PROPERLY.

WE WILL

START YQUR BITCOIN PAYMENT ADDRESS IS-

DELETING

SR 18sn8Q5L1T3LbZuvz5hqHu2aFXgUST9fud [0

24 HOURS
OF [COPY THE ADDRESS EXACTLY / CASE SENSITIVE]

0.2

BTC
NON-PAYMENT, [CONFIRM PAYMENT BELOW TO UNLOCK COMPUTER AND FILES]
IF YOU DO NOT HAVE BITCOINS VISIT WWW.LO(

\LBITCOINS.COM TO PURCHASE
IF YOU HAVE MADE THE BITCOIN PAYMENT CLICK BELOW TO UNLOCK YOUR COMPUTER.
IF YOU NEED THE PAYMENT INSTRUCTIONS EMAILED TO YOU SEND MESSAGE.

‘ .4 Security risk blocked for your protection

| Reason:

i Options: More Information
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CRASHOVERRIDE

; Analysis of the Threat
g Repor’redly used in to Electric Grid Operations

ADDITIONAL

INSTALLS BACKDOOR

MAIN BACKDOOR

CONTROLS ADDITIONAL
| TOOLS

INSTALLS

® LAUNCHER EXECUTES 3 DATA WIPER

EXECUTES

DRAGOS INC. / WWW.DRAGOS.COM RA @
version 220170613 I ) G %
101 PAYLOAD 104 PAYLOAD 61850 PAYLOAD OPC DA PAYLOAD




¢y Shodan > ¢

“>c e Zanguage=None e @ || @ search oD o u =

Help Center  [ig

#® Explore Downloads Reports Enterprise Access Contact Us

#% SHODAN

& My Account Upgrade

The search engine for Security

Shodan is the world's first search engine for Internet-connected devices.

Create a Free Account

Explore the Internet of Things g See the Big Picture
Use Shodan to discover which of your devices are connected to the Internet, Websites are just one part of the internet. There are power plants, Smart TVs,
where they are located and who is using them refrigerators and much more that can be found with Shodan!

@ Monitor Network Security — Get a Competitive Advantage

Keep track of all the computers on your network that are directly accessible 2 i Who is using your product? Where are they located? Use Shodan to perform
from the Internet. Shodan lets you understand your digital footprint empirical market intelligence.

P
pIITe =
56% of Fortune 100 1,000+ Universities

Shodan is used around the world by researchers, security professionals, large enterprises, CERTs and everybody in between.




FUEL TANK STATUS OPEN TO THE PUBLIC

@ 208.111.119.39
(€)»> ¢ &

|

(<]
g
al
wy
S
-

neo$e & =

-

@ 208.111.119.39 host-208-111-119-39.htcnet.net view rawpata aa Ports

City Greenville M

Country United States

Services
Organization Hayneville Telephone Company

ISP Hayneville Telephone Company
10001

Last Update 2021-01-16T00:10:50.973936 tcp

automated-
Hostnames host-208-111-119-39.htcnet.net tank-gauge

ASN AS33623

PINEBELT FUELS
GREENVILLE BYPASS

IN-TANK INVENTORY

TANK PRODUCT VOLUME TC VOLUME  ULLAGE  HEIGHT
1 REGULAR UNLEADED 1335 133@ 6623 21.54
2 DIESEL 8@ee 1442 1439 6516 22.75
3 DIESEL 2000@ 4407 4400 15616 32.64



SEARCH FOR WEBCAMS
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C% amcrest - Shodan Search

(_ - C @ (@ & https:/fwww.shodz El

* ]
‘i SHODAN

_ Explore Downloads ort Contact Us & My Account Upgrade

*% Exploits s Maps % Share Search

TOTAL RESULTS 184.12.43.38

Frontier Communi
#E United States
Details

HTTP/1.1 200 OK
CONNECTION: close

Date: Sun, 25 Feb 2016 13:17:2@ GMT
Last-Modified: Sat, 20 May 2817 18:47:84 GMT
Etag: “1495306024:4455"

CONTENT-LENGTH: 17541

CACHE-CONTROL: max-age=0

Canada CONTENT-TYPE: text/html

Panama

United States

United Kingdom <1DOCTYPE html> <html> <head> <titlex</title> <meta charset="UTF-2"> <meta ht..

Korea, Republic of

TOP SERVICES

104.190.138.190

ATAT Internet Servi

#= |United States, Austin

Details
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+ == ——=[ pefconsole vi.4 (108 exploits - 75 pavloads]

sf * show exploits

Acon_Jedasmon_Frp_overf low
Credits

nip_l-n ginext

A1 atia

altn_mh-:gn i
apadhe_chunked _wind2
arheia_agent _access
arkeia_typeT?_nacos

arkeda_typeT?_winl2
avztats_conf igdiv_esec
hae kupexes _agent

hackupexeo_dunp
hackupexec_na

hackupexee _registey
hadblue_sxt_overf low
hakbone_natvault_haap
harpracuda_ing_exec

hlackice _pam_icg
cabrightator_disco
cabrightstor_disco_servicep:

W
cabrightetor_sqlagant
cabrightstor_uniagent
cacti_graphimage_exec
cal icﬁn t_getconf iy
calicsere _geteonf iy
digtes _axac
edirectory_imonitor

?H-;hmgﬂm_rﬂm h5a

ACom ICDasmon FIP Server Ouerf low

Metasploit Framework Credits

AppleFileServer Lug'.'i.nE:u:l: Pathdame Ouerf low

HS Inztant Messen away Overfl low

Alt-H WebAdmin USE Bu Fer Duarflow

Apache Wind2 Chunked Encodi ng

Arkeia Backup Client Hemote Access

Arkeia Backup Client Type 77 Dverflow {Hac 0 ¥

Arkeia E-:--:I-lug Client Type Y7 Overflow {Win3d)
AWStats conf v Remote Command Execution
Veritas Ihc:l-.up I:‘.a-: Windows Remote Agent Owerfl

Ueritas Backup Exec Windows Remote File Access
Ugpritazs Backup Exec Mame Service Overf low
Ueritas Backup Exec Server Registry ficcess
BadBlue 2.5 T.d11l Buffer Overflow

BakBone HetWault Hemote Heap Overf low
Barracudsa IMG.FPL Hemote Command Execution

IS5 PARH.AL]1l 10Q Parser Buffer Ouerf low

Ch BrightStor Discovery Service Ouerf low

Ch BrightSter Discovery Service SERVICEFC Owerf

CA BrightStor Agent for Microsoft HBQL Overf low
CA Er:l.ghl:Etnr l.lrl:l.uul-sal Agent Ouerf low
Cacti graph_i Remote Command Execution
o License Glient EE?GUHFIG Owpi i+ Livis

License Sevyer GETCONFIG Ouerf Low
Dizell Dasmnon Command Execution
elirectory B.7.3 iMonitor Hemote Stack Owerf lo

Exchange 2088 HEA3-46 Heap Duverf low

f--Author : Vector/NullArray
-Twitter: @Real Vector
- -Type . Mass Exploiter
f--Version: 1.0.0
TR AT T PR DT T TR BT 0 I R BT IR TV IR TR

|As the name suggests AutoSploit attempts to automate the exploitation
|of remote hosts. Targets are collected by employing the Shodan.io API.
|

|The ‘Gather Hosts' option will open a dialog from which you can
|enter platform specific search queries such as 'Apache' or 'IIS'.
|Upon doing so a list of candidates will be retrieved and saved to
|hosts.txt in the current working directory.

|After this operation has been completed the 'Exploit’ option will

|go about the business of attempting to exploit these targets by

| running a range of Metasploit modules against them.

I

|Workspace, local host and local port for MSF facilitated

|back connections are configured through the dialog that comes up
|before the 'Exploit' module is started.

Display this informational message.

Query Shodan for a list of platform specific IPs.
Print gathered IPs/RHOSTS.

Configure MS5F and Start exploiting gathered targets
Exits AutoSploit.

. Gather Hosts
. View Hosts
. Exploit

____________________________________________________ +

[+]Welcome to AutoSploit. Please select an action.

. Usage 3. View Hosts 5. Quit

. Gather Hosts 4. Exploit




SOLARWINDS INCIDENT

» Story broke on December 13, 2020

» US Departments of Treasury and Commerce were victims of a very sophisticated
cyber aftack

» FireEye previously announced on December 8th that they were breached

» Over 18,000 victims %

A The Washington Post

» Government, consulting, fechnology, telecom, National Socurity Foom Py s Wi
and oil and gas companies in North America, et sy
Europe, Asia and the Middle East Russian government hackers are
behind a broad espionage
» All were breached through the update server of campaign that has compromised

a network management system made by the firm U.S. agencies, including
SolarWinds Treasury and Commerce




Digital Signature Details

General Advanced

» Aftackers are “APT 29" — also known as Cozy Bear

Symantec Class 3 SHA256 Code Signing |

» Part of Russia’s foreign intelligence service, the SVR eripnbe Rl e

Digest encryption algorithm RSA
Authenticated attributes

» Same Russian group hacked the State Department’s 1361413112112 000

Content Type 060a2b060104018237020104

and the White House's email servers during the Obama il AN PP
administration

CN = Symantec Class 3 SHA256 Code Signing CA

» Microsoft believes that over 1000 coders were involved O sy copraton
dy

on the Russian side
» As organizations updated their Orion software, they added a “feature” thrat gave the
SVR access to internal networks

» Attackers gained access to victims through updates to SolarWin
Orion network monitoring software

» Orion is widely used by hundreds of thousands of organizations



VERKADA CAMERA INCIDENT

Bloomberg Quint Markets Business BQ Blue Exclusive Research Reports Videos > Q A4

Bloomberg the Company & Its Products v | The Quint

Hackers Breach housahdé of
Security Cameras, Exposing Tesla,

Jails, Hospitals

William Turton ["] Bookmark

Published on March 10 2021, 3:02 AM
Last Updated on March 10 2021, 10:51 PM

(Bloomberg) — A group of hackers say they breached a massive trove of security-camera data
collected by Silicon Valley startup Verkada Inc., gaining access to live feeds of 150,000 surveillance

cameras inside hospitals, companies, police departments, prisons and schools.

Companies whose footage was exposed include carmaker Tesla Inc. and software provider
Cloudflare Inc. In addition, hackers were able to view video from inside women’s health clinics,
psychiatric hospitals and the offices of Verkada itself. Some of the cameras, including in hospitals,
use facial-recognition technology to identify and categorize people captured on the footage. The
hackers say they also have access to the full video archive of all Verkada customers.




AURORA TEST —= MARCH 4, 2007

% B Home M News M Travel [ Money M Sports W Life M Tech B Weather

TEChﬂO'Ogy = Technology Live = Science Fair = Science & Space = Products = Gaming = Wi-Fi Center

U.S. video shows hacker hit on power grid

Updated 9/27/2007 9:33 AM | Comment )| Recommend</” E-mail | Print | JETE

WASHINGTON (AP) — A government .

video shows the potential destruction | Mixx it |
caused by hackers seizing control of a Other ways to share:
crucial part of the U.S. electrical grid: an
industrial turbine spinning wildly out of
control until it becomes a smoking hulk ? del.icio.us
and power shuts down.

2% Digg

n Newsvine

The video, produced for the Homeland % Reddit
Security Department and obtained by the —
Associated Press on Wednesday, was Facebook
marked "Official Use Only." It shows What's this?
commands quietly triggered by simulated

nlarge Dept. of Homeland Security via AP hackers having such a violent reaction that the enormous
turbine shudders as pieces fly apart and it belches black-

In this image from video released by the Department of ~ @nd-white smoke.

Homeland Security, smoke pours from an expensive

electrical turbine during 2 March 4, 2007, - The video was produced for top U.S. policymakers by the

o e/ "M% 1daho National Laboratory, which has studied the little-

electrical grid. understood risks to the specialized electronic equipment
that operates power, water and chemical plants. Vice
President Dick Cheney is among those who have watched

the video, said one U.S. official, speaking on condition of anonymity because this official was not authorized to

publicly discuss such high-level briefings.




Denial of Service (DDc

» Data breaches and intellectual property the

» Insiders, physical damage, coordinated attacks, and third-party risks
» Mid-term (3-5 years)

» Increasedreliance on gas generation

» Distribution system vulnerabilities via networked control systems

» Growth of demand response technologies with low security

» Distributed energy resources

» Reliability of communications networks
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» Security controls shoulo

» They should however detect improper behavior

» Think of information technology as the oxygen
supporting creativity

» Information security keeps the air clean, and warns /

when pollution or pathogens are detected

» Infected devices are like infected people — yoU don't
want them in the same room spreading theif disease



» C-level leaders
» Directors and advisors

» Develop a strong corporate policy
» Include explicit statements of what is, and is not, permissible
» Set a baseline for employees and managers

» Provide a framework for disciplinary or legal action
» Can be more restrictive than public laws and regul
» Include guidance for incident handling and recovery
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» Use locks and barriers to protect physical ¢

» Use a VPN to protect virtual property
» Keep phones, laptops, and tablets updated
» Use anfivirus software and endpoint security
» Avoid putting company information on personal systems

» Watch for security issues and call for help






