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CRITICAL INFRASTRUCTURE DEPENDENCIES



HIDDEN INFRASTRUCTURE DEPENDENCIES



ELECTRICITY THREAT LANDSCAPE



MOST COMMON THREAT AGENTS

http://cybersquirrel1.com/

Agent Success

Squirrel 1252

Bird 639

Snake 117

Raccoon 115

Rat 53

Cat 28

Marten 25

Jellyfish 13

Monkey 12

Human/Cyber 3

"I don't think paralysis [of the 

electrical grid] is more likely 

by cyberattack than by 

natural disaster. And frankly 

the number-one threat 

experienced to date by the 

US electrical grid is squirrels." -

John C. Inglis, Former Deputy 

Director, National Security 

Agency 

July 9, 2015



NATURAL THREATS – LIGHTNING



NATURAL THREATS – FLOODING

9



PHYSICS THREATS – METAL FATIGUE

10



OPERATIONAL THREATS – FIRE



MAN-MADE THREATS – LOOSE NAVY BLIMP



HUMAN THREATS

13



TARGETED THREATS – PIPE BOMBS



TARGETED THREATS – IEDS



TARGETED THREATS – GUN SHOTS



TARGETED THREATS – VANDALISM



CRIMINAL THREATS – COPPER THEFT



CY“BEAR” THREATS



INCREASING LEVELS OF CYBER THREATS

Reputation damage

 Website defacement

 Phishing attacks against customers 

Theft of intellectual property

 Employee or customer financial data (credit cards, etc.)

 Corporate intellectual property (plans, financials, blueprints, 

etc.)

Ransomware

 Encrypts sensitive data then demands payment for decryption

 Might install persistent access for later use



DANGEROUS LEVELS OF CYBER THREATS

Direct manipulation of control systems

 Jumps the boundary between enterprise (IT) systems and plant 

(OT) systems

 Disruptive, not destructive

Mechanical or logical damage

 Destructive to system components

 “Bricking” a computer or protective relay

 Aurora-style damage to generators via remote manipulation of 

breakers



MOST LIKELY CYBER THREAT TO ELECTRIC UTILITIES



RANSOMWARE IN A CONTROL CENTER



LEAST COMMON CYBER THREAT



E-ISAC ANALYSIS OF THE UKRAINE ATTACKS



INDUSTROYER/CRASHOVERRIDE

27

 Investigation by two private sector 

research companies

 Reports released on June 12, 2017

 Reportedly used in Ukraine



HACKING IS EASY – SHODAN.IO



FUEL TANK STATUS OPEN TO THE PUBLIC



SEARCH FOR WEBCAMS



ANYBODY KNOW THE DEFAULT PASSWORD?



IT GETS WORSE



SOLARWINDS INCIDENT

 Story broke on December 13, 2020

 US Departments of Treasury and Commerce were victims of a very sophisticated 

cyber attack

 FireEye previously announced on December 8th that they were breached

 Over 18,000 victims

 Government, consulting, technology, telecom, 

and oil and gas companies in North America, 

Europe, Asia and the Middle East

 All were breached through the update server of 

a network management system made by the firm 

SolarWinds



SOLARWINDS IMPACT

 Attackers are “APT 29” – also known as Cozy Bear

 Part of Russia’s foreign intelligence service, the SVR

 Same Russian group hacked the State Department’s 

and the White House’s email servers during the Obama 

administration

 Microsoft believes that over 1000 coders were involved 

on the Russian side

 Attackers gained access to victims through updates to SolarWinds’ 

Orion network monitoring software

 Orion is widely used by hundreds of thousands of organizations

 As organizations updated their Orion software, they added a “feature” that gave the 

SVR access to internal networks



VERKADA CAMERA INCIDENT



AURORA TEST – MARCH 4, 2007



CHANGING THREAT LANDSCAPE

 Near-term (0-2 years)

 Nation state threats, advanced persistent threats, Internet of Things (IoT), Distributed 

Denial of Service (DDoS) attacks, and ransomware

 Data breaches and intellectual property theft

 Insiders, physical damage, coordinated attacks, and third-party risks

 Mid-term (3-5 years)

 Increased reliance on gas generation

 Distribution system vulnerabilities via networked control systems

 Growth of demand response technologies with low security

 Distributed energy resources

 Reliability of communications networks



CORPORATE SECURITY MINDSET

Security layers should be invisible

Security controls should not prevent proper behavior

They should however detect improper behavior

Think of information technology as the oxygen 

supporting creativity

 Information security keeps the air clean, and warns 
when pollution or pathogens are detected

 Infected devices are like infected people – you don’t 
want them in the same room spreading their disease



PRACTICE GREAT CORPORATE SECURITY

 Starts with executive involvement and commitment

C-level leaders

Directors and advisors

Develop a strong corporate policy

 Include explicit statements of what is, and is not, permissible

 Set a baseline for employees and managers

 Provide a framework for disciplinary or legal action

Can be more restrictive than public laws and regulations

 Include guidance for incident handling and recovery



EXPECTATIONS OF EMPLOYEES

 Treat security seriously

 Expect to be a target

A bit of paranoia is OK

Use locks and barriers to protect physical property

Use a VPN to protect virtual property

Keep phones, laptops, and tablets updated

Use antivirus software and endpoint security

Avoid putting company information on personal systems

Watch for security issues and call for help




